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Virtual — physical interaction system for mobile robots based on digital twins
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Abstract ; Research on virtual — physical interaction systems for mobile robots based on digital twins

is currently limited, with issues such as insecure data transmission. To address this, a virtual — physical

interaction system for mobile robots based on digital twins is designed. Firstly, digital twin models are

constructed, optimized, and migrated. Secondly, a data exchange scheme between physical entities and

digital twin counterparts is devised. During data transmission, the SHA —256 hash encryption algorithm

is employed to ensure reliability. To enhance data transmission efficiency, the Deflate compression algo-

rithm is utilized for lightweight messaging. Ultimately, real — time interactive functionality is achieved.

Finally, a virtual — physical interaction system is developed targeting mobile robots, validating the feasi-

bility of the system.

Keywords : digital twins; mobile robots; virtual — physical interaction; SHA —256 hash algorith
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